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Available Firewalls

* Cisco ASA (adaptive security appliance)

* Checkpoint Firewall

* Microsoft ISA

* Linux based Netfilter iptables Firewall
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Types of Firewalls

* Filter

* NAT (Network Address Translation)

- SNAT  (Source NAT)

- DNAT  (Destination NAT)

* Mangle



©Vipin Gupta, U-Net Solutions

Direction of Firewall
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Meaning of Direction in Real Life
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What Firewall Can block/permit
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What Firewall Can block/permit
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Ports
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SNAT/DNAT
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SNAT/DNAT
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Check telnet connectivity
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Check ssh connectivity
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Check ftp connectivity
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Check web connectivity + ping
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Routing  Firewall  Configuration



©Vipin Gupta, U-Net Solutions

Block everything from particular ip “172.24.0.11”
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Verify connectivity from “172.24.0.11”
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Verify connectivity from “172.24.0.31”
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Delete the rule
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Block everything from network “172.24.0.0/16”
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Block everything from all
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Block telnet, web access from “172.24.0.11”
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Verify telnet, web, ssh connectivity from “172.24.0.11”
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List Firewall rules
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List firewall rules without resolving DNS
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List firewall rules along with rule numbers
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Delete rule 2
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Delete (Flush) all rules & Save
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Block telnet, ssh using multiport module
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Verify ssh, telnet, web connectivity “172.24.0.11”
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Delete multiport rule
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Block ping
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Verify ping connectivity from “172.24.0.11”
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Block only “echo-request”
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Tables & Meaning
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Actions & Meaning
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Options & Meaning
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Options & Meaning
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Block access from firewall
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Verify outbound connectivity from firewall
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Verify outbound connectivity from firewall
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List/Delete Output rules
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IP Address of Windows machine
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Check forward connectivity
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Block telnet, ping in Forward direction
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Verify ping connectivity to “172.24.0.11” & “172.24.0.31”
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Verify telnet connectivity to “172.24.0.11”
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Try to telnet to non-existant ip “172.24.0.41”
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Change Destination from “172.24.0.41” to “172.24.0.11”
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Try to telnet to non-existant ip “172.24.0.41”
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Delete/List nat rules
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Block telnet access on client11 from “192.168.0.2”
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Change Source from restricted  “192.168.0.2” to 

unrestricted “192.168.0.12”
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Verify telnet connectivity
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Block Everying in INPUT direction

But we are not able to telnet in outbound direction. Why ?
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Modify rule to block only “syn”
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Reference: “Linux Essentials, Services & Security” by

Vipin Gupta
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