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Avallable Firewalls

* Cisco ASA (adaptive security appliance)

* Checkpoint Firewall

. Microsoft* .
" Microsoft ISA Internet Security &
Acceleration Server

* Linux based Netfilter iptables Firewall

Iptables
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Types of Firewalls

* Filter

* NAT (Network Address Translation)

PCwith | | FCwith TR
Private |P Private IP :

- SNAT (Source NAT)

- DNAT (Destination NAT) PP'C v:iﬂlwp

PC with @
Private |P

* Mangle
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Direction of Firewall

____________________ > € = e o e s e e s e i e e o s e e e i
INPUT INPUT
et > 172.24.0.11/16
QUTPUT QUTPUT
routing firewall
—
172.24.0.1/16
192.168.0.1/24 — N oot linux
., s S S — — "i - ftp,telnet,ssh
S iy
PC-PT | 1841 Switch0
: linux routing firewall
win
192.168.0.2/24 telnet, ssh, web, ftp
—
vipin, anantka PC-PT
lin
172.24.0.31/16
T ——— —>

FORWARD
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telnet 2001:0:0:10::1 8 9

ssh vipin@2001:0:0:10::1 —~
ping6 2001:0:0:20::2 IPV6 ROUTING FIREWALL
elinks http://[2001:0:0:10::1] i
server2.example.com ssh, tenet,web dientetxt;:nhple -
ssh, telnet, web 2001:0:0:10::1/64 2001:0:0:20::1/64 ' '
ethO ethl aanya
amit [ ——————— '-.-n—__-_——- Y
F 2001:0:0: 10::/64 o o 020 PC-PT
PgégT Server-PT o nam PC1
firewall.example.com +0:0:20::
2001:0:0:10::2/64 2 230223 190?8. 23/6:
gw:2001:0:0:10::1 etc/sysct.conf 919'2 iy
172.24.0.1 net.ipvé.conf.all.forwarding=1 19'2 1685/ "
172.24.0.2/16 R
> < %
INPUT INPUT
< >
OUTPUT OUTPUT
< >
FORWARD
server2: ip -6 route add 2001:0:0:20::/64 via 2001:0:0:10::1 client2: ip -6 route add 2001:0:0:20::/64 via 2001:0:0:10::1
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Meaning of Direction in Real Life

Sec. 26 Defence Colony
WE ARE HERE
A Nehru Place
/ 29y
o 1841 PC-PT
b Ambala Cantt :
Chandigarh Delhi
0000 S 5 . € - P P B 8 8 B € PSP S 5 B D D € S G B > < ................................................
INPUT (in) INPUT (in)
R P S——— SSRGS RS >
OUTPUT (out) OUTPUT (out)
00 €0 00 0 5 45 4 D € € €5 D € € > P P S0 D D P D D S 4 S € 5 D G5 5 D D P €5 5 D P P P S P P P D 4 D S D B 4 P D S G €SS U 4D € D €5 €5 €5 SIS €5 45 4P S 45 45 45 D €5 45 €5 D € & 4 W & & >
FORWARD (in/out)
< ...................................................................................................

INPUT means traffic coming towards/terminating at Ambala
OUTPUT means traffic originating from Ambala & going towards Chandigarh or Delhi
FORWARD means traffic going through Ambala (from sec. 26, Chandigarh to Nehru Place, Delhi or vice versa)
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What Firewall Can block/permit

1025
172.24.0.31

00-50-56-c0-00-a1

172.24.0.31

application

presentation

session

transport

network

data link

physical

data
sport  dport
sip dip
smac dmac
bits bits

172.24.0.1

application

presentation

session

transport

network

data link

physical
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What Firewall Can block/permit

al 172.24.0.31 1025 80  172.24.0.1 a2
[ | | | | |
smac | sip | sport | data | dport I dip | dmac
| | | | | |
i s . i segment >
—— — — — — — _packet/datagram _ _ _ _ _ _ >
frame
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Ports

Port # Protocol
21 FTP Control
20 FTP Data
23 Telnet
25 SMTP
53 DNS
80 HTTP
110 POP3
143 IMAP

443 HTTPS
0 1.023

Well-known

Registered

\ 4

—_—

‘ 1.024

49,151

telnet 172.24.0.1

ssh vipin@172.24.0.1

ftp 172.24.0.1

elinks http://172.24.0.1

ping 172.24.0.1

49,152 65,535
D}gmic
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SNAT/DNAT

External (untrusted) network @ Internal (trusted) network
R —— |

y

/1 - SNAT | .

/\ Source-addr = 12.34.56.78 -~ Source-addr= 10004
\ | \

'

A
- | DNAT
: DW‘ addr = 12.34 .56.78 q ’D.“t-‘ddf =100.0.4
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SNAT/DNAT

PC with PC with

D D
Prtvats [P Private |1 Géj'EWAY
PC with
Private |P
PC with
Private |P

Internet

Private  lb——aq  Public

10 73093 1.1.705

_ Destination NAT = —
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Check telnet connectivity

[root@clientll ~]# telnet 172.24.0.1

Trying 172.24.0.1...

Connected to serverl.example.com (172.24.0.1).

Escape character is '7]"'.

Red Hat Enterprise Linux Server release 5.4 (Tikanga)
Kernel 2.6.18-164.el5 on an 1686

login: vipin

Password:

Last login: Tue Nov 19 02:59:10 from 172.24.0.11
[vipin@serverl ~]$%
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Check ssh connectivity

[root@clientll ~]# ssh vipin@l72.24.0.1
vipin@l72.24.0.1's password:

Last login: Tue Nov 19 02:59:29 2013 from 172.24.0.11
[vipin@serverl ~]$
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Check ftp connectivity

[root@clientll ~]# ftp 172.24.0.1

Connected to 172.24.0.1.

220 (vsFTPd 2.0.5)

530 Please login with USER and PASS.

530 Please login with USER and PASS.
KERBEROS V4 rejected as an authentication type
Name (172.24.0.1:root): ftp

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> dir

227 Entering Passive Mode (172,24,0,1,183,234)
150 Here comes the directory listing.
dr-Xr-xr-x 9 0 0) 4096 Nov 18 18:11 pub
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Check web connectivity + ping

[root@clientl]l ~]# elinks --dump http://172.24.0.1
wel to routing firewall

[root@clientll ~]# ping 172.24.0.1

PING 172.24.0.1 (172.24.0.1) 56(84) bytes of data.

64 bytes from 172.24.0.1: icmp seq=1 ttl=64 time=0.813 ms
64 bytes from 172.24.0.1: icmp seq=2 ttl=64 time=0.578 ms
64 bytes from 172.24.0.1: icmp seq=3 ttl=64 time=0.461 ms
64 bytes from 172.24.0.1: icmp seq=4 ttl=64 time=0.572 ms
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Routing Firewall Configuration

[root@serverl ~]# ifconfig |grep "inet addr”
inet addr:172.24.0.1 Bcast:172.24.255.255 Mask:255.255.0.0
inet addr:192.168.0.1 Bcast:192.168.0.255 Mask:255.255.255.0
inet addr:127.0.0.1 Mask:255.0.0.0

[root@serverl ~1#
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Block everything from particular ip “172.24.0.11”

[root@serverl ~]# iptables -t filter -A INPUT -s 172.24.0.11 -j DROP

Switches Examples & Meanings

-A “append” rule at end of chain
-D “delete™ ruie from the chain
-F “flush” all the rules from the chain, but does not flush the policy

-l “insert” rule at specified line number. if no number specified, at the beginning.

4 “list™ all the rules in specified chain. if no chain is specified, then all rules in all
chains will be listed

P set the default policy to “ACCEPT/DROP”. default is “ACCEPT"

-t <table> <table> could be “filter”, “nat™ or “mangle”. if not specified, the “filter” is
default. “mangle” is used rarely.

4 <target> <target> couid be “ACCEPT", “DROP”, *“REJECT”, “DNAT", “SNAT™,
“MASQUERADE"
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Verify connectivity from “172.24.0.11”

[root@clientll ~]# ifconfig |grep "inet addr"”
inet addr:172.24.0.11 Bcast:172.24.255.255 Mask:255.255.0.0

[root@clientll ~]# ping 172.24.0.1
PING 172.24.0.1 (172.24.0.1) 56(84) bytes of data.

---172.24.0.1 ping statistics ---
5 packets transmitted, 0 received, 100% packet loss, time 4002ms

[root@clientll ~]# elinks --dump http://172.24.0.1
[root@clientll ~]# ssh vipin@l72.24.0.1
[root@clientll ~]# ftp 172.24.0.1

[root@clientll ~]#

[root@clientl]l ~]# telnet 172.24.0.1
Trying 172.24.0.1...
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Verify connectivity from “172.24.0.31”

[root@client31 ~]# ifconfig |grep "inet addr"
inet addr:172.24.0.31 Bcast:172.24.255.255 Mask:255.255.0.0
inet addr:127.0.0.1 Mask:255.0.0.0

[root@client31l ~]# ping 172.24.0.1

PING 172.24.0.1 (172.24.0.1) 56(84) bytes of data.

64 bytes from 172.24.0.1: icmp seq=1 ttl=64 time=2.62 ms
64 bytes from 172.24.0.1: icmp seq=2 ttl=64 time=0.537 ms
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Delete the rule

[root@serverl ~]# iptables -t filter -D INPUT -s 172.24.0.11 -j DROP
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Block everything from network “172.24.0.0/16”

[root@serverl ~]# iptables -t filter -A INPUT -s 172.24.0.0/16 -j DROP
[root@serverl ~]#
[root@serverl ~]# iptables -t filter -D INPUT -s 172.24.0.0/16 -j DROP
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 root@serverl ~]
' root@serverl ~
‘root@serverl ~]

Block everything from all

# iptables -t filter -A INPUT -j DROP
#

# iptables -t filter -D INPUT -j DROP
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Block telnet, web access from “172.24.0.11”

[root@serverl ~]# iptables -t filter -A INPUT -m tcp -p tcp --dport 23 -s 172.24.0.11
-j DROP

[root@serverl ~]#

[root@serverl ~]# iptables -t filter -A INPUT -m tcp -p tcp --dport 80 -s 172.24.0.11
-j DROP

[root@serverl ~]#
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Verify telnet, web, ssh connectivity from “172.24.0.11”

[root@clientl]l ~]# telnet 172.24.0.1
Trying 172.24.0.1...

[root@clientll ~]# elinks --dump http://172.24.0.1

[root@clientll ~]# ssh vipin@l72.24.0.1
vipin@l72.24.0.1's password:
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List Firewall rules

[root@serverl ~]# iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source
DROP tcp -- 172.24.0.11
DROP tcp -- 172.24.0.11

Chain FORWARD (policy ACCEPT)
target prot opt source

Chain OUTPUT (policy ACCEPT)
target prot opt source

destination
anywhere
anywhere

destination

destination
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List firewall rules without resolving DNS

[root@serverl ~]# iptables -L -n
Chain INPUT (policy ACCEPT)

target prot opt source destination
DROP tcp -- 172.24.0.11 0.0.0.0/0 tcp dpt:23
DROP tcp -- 172.24.0.11 0.0.0.0/0 tcp dpt:80
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List firewall rules along with rule numbers

[root@serverl ~]# iptables -L -n --line-numbers
Chain INPUT (policy ACCEPT)

num target prot opt source destination
1 DROP tcp -- 172.24.0.11 0.0.0.0/0 tcp dpt:23
2 DROP tcp -- 172.24.06.11 0.0.0.0/0 tcp dpt:80

©Vipin Gupta, U-Net Solutions



Delete rule 2

[root@serverl ~]# iptables -D INPUT 2

[root@serverl ~1#

[root@serverl ~]# iptables -L -n --line-numbers

Chain INPUT (policy ACCEPT)

num target prot opt source destination
1 DROP tcp -- 172.24.0.11 0.0.0.0/0

Chain FORWARD (policy ACCEPT)
num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination
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Delete (Flush) all rules & Save

[root@serverl ~]# iptables -F

[root@serverl ~1#

[root@serverl ~]# iptables -L -n --line-numbers

Chain INPUT (policy ACCEPT)

num target prot opt source destination

Chain FORWARD (policy ACCEPT)
num target prot opt source destination

Chain OUTPUT (policy ACCEPT)

num target prot opt source destination
[root@serverl ~1#

[root@serverl ~]# service iptables save

Saving firewall rules to /etc/sysconfig/iptables:
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Block telnet, ssh using multiport module

[root@server] ~]# iptables -t filter -A INPUT -m tcp -m multiport -p tcp --dports 22,23
-5 172.24.0.11 - DROP
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Verify ssh, telnet, web connectivity “172.24.0.11”

[root@clientll ~]# ssh vipin@l72.24.0.1

[root@clientl]l ~]# telnet 172.24.0.1
Irving 172.29.9 1.

[root@clientl]l ~]# elinks --dump http://172.24.0.1
wel to routing firewall

©Vipin Gupta, U-Net Solutions



Delete multiport rule

[root@serverl ~]# iptables -t filter -D INPUT -m tcp -m multiport -p tcp --dports 22,23
-s 172.24.0.11 -j DROP
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Block ping

[root@serverl ~]# iptables -t filter -A INPUT -m icmp -p icmp -j DROP
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Verify ping connectivity from “172.24.0.11”

[root@clientll ~]# ping 172.24.0.1
PING 172.24.0.1 (172.24.0.1) 56(84) bytes of data.

---172.24.0.1 ping statistics ---
6 packets transmitted, 0 received, 100% packet loss, time 5004ms

[root@clientll ~]# elinks --dump http://172.24.0.1
wel to routing firewall
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Block only “echo-request”

[root@serverl ~]# ping -c 2 172.24.0.11
PING 172.24.0.11 (172.24.0.11) 56(84) bytes of data.

---172.24.0.11 ping statistics ---
2 packets transmitted, 0 received, 100% packet loss, time 1002ms

You have mail in /var/spool/mail/root

[root@serverl ~]#

[root@serverl ~]# iptables -t filter -D INPUT -m icmp -p icmp -j DROP

[root@serverl ~]#

[root@serverl ~]# iptables -t filter -A INPUT -p icmp --icmp-type echo-request -j DROP
[root@serverl ~]#

[root@serverl ~]# ping -c 2 172.24.0.11

PING 172.24.0.11 (172.24.0.11) 56(84) bytes of data.

64 bytes from 172.24.0.11: icmp seq=1 ttl=64 time=2.98 ms

64 bytes from 172.24.0.11: icmp_seq=2 ttl=64 time=0.388 ms
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Tables & Meaning

table meaning
filter for packet fiitering. default table if not specified
nat network address translation. for changing source or
destination ip addresses in packets
mangle used for setting packet options & marking packets for
further filtering/routing purposes. rarely used.
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Actions & Meaning

Action Description
ACCEPT allow the packet
DROP drop the packet without generating any “ICMP"” message

REJECT drop the packet & generate “ICMP” message

DNAT performs destination address translation
SNAT performs source address transiation

MASQUERADE special case of “SNAT", used when ip address is assigned
dynamically
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Options & Meaning

-p <protocol> specifies protocol. could be “tcp”, “udp”, “icmp”. different scenarios can be '

-p tcp -sport 2001 (single value)

-p tcp —-sport 2001:2010  (range of values)

-p tcp —dport 80 (destination port 80)
-p tep —dport 4002:4005

-p tcp -syn (“syn" packet used for new connection request)
-p udp -sport 2001 (single value)

-p udp --sport 2001:2010  (range of values)

-p udp ~dport 80 (destination port 80)
-p udp ~dport 4002:4005

P icmp ~icmp-fype echo-request (ping)

P icmp ~-icmp-fype echo-reply (pong)
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Options & Meaning

§ <ip address> specifies “source ip address”. the different scenarios can be
or 5 192.166.0.2 (match specified single ip address)
-SIC <ip address> 5 1192.168.0.2 (do not match specified address)
-source <ip address> 15192 168.0.2 (do not match specified address)
-5 192.168.0.0/255.255.253.0 (match specified network)
-5 192.168.0.024 (match specified network)
A <ip address> specifies “destination ip address”. the different scenarios can be
or 0117224011 (match specified single ip address)
(st <ip address> d 1172.24.0.11 (do not match specified address)
~(estination <ip address> |/-d172.24.0.11 (do not match specified address)
0 172.24.0.01255.255.0.0 (match specified network)
11722400024 (match specified network)
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Block access from firewall

[root@serverl ~]# iptables -t filter -A OUTPUT -m owner --uid-owner 500 -j DROP
[ root@serverl ~1#
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Verify outbound connectivity from firewall

[vipin@serverl ~]$ 1id

uid=500(vipin) gid=500(vipin) groups=500(vipin)
[vipin@serverl ~]$%

[vipin@serverl ~]% ssh amit@172.24.0.11

[vipin@serverl ~]$%
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Verify outbound connectivity from firewall

[anantika@serverl ~]% id

uid=501(anantika) gid=501(anantika) groups=501(anantika)
[anantika@serverl ~]$%

[anantika@serverl ~]% ssh amit@l172.24.0.11

amit@172.24.0.11's password:

Last login: Tue Nov 19 13:07:26 2013 from serverl.example.com
[amit@clientl]l ~]$%
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List/Delete Output rules

[root@serverl ~]# iptables -L OUTPUT -n

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

DROP allt -- 0.0.0.0/0 0.0.0.6/0 OWNER UID match 500
[root@serverl ~]#

[root@serverl ~]# iptables -t filter -D OUTPUT -m owner --uid-owner 500 -j DROP
[root@serverl ~]#

[root@serverl ~]# iptables -L OUTPUT -n

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

[root@serverl ~]#
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IP Address of Windows machine

icrosoft Windows XP [Uersion 5.1.26001]
(C)> Copyright 1985-20801 Microsoft Corp.

:\Documents and Settings\Administrator>ipconfig

lindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP AdA®ressS. . . v « v o = = - o . :192.168.0.2
Subnet Mask . . . . . . . . . . . : 255.255.255.@
Default Gateway . . . . . . . . . = 192.168.0.1
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Check forward connectivity

C:\Documents and Settings\Administrator>ping 172.24.0.11
Pinging 172.24.8.11 with 32 bytes of data:

Reply from 172.24.8.11: bytes=32 time<ims TTL=63
Reply from 172.24.8.11: bytes=32 time=1ms TTL=63
Reply from 172.24.08.11: bytes=32 time=1ms TTL=63
Reply from 172.24.8.11: bytes=32 time=1ms TTL=63

Ping statistics for 172.24.0.11:

Packets: Sent = 4, Received = 4, Lost = 0 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ms, Average = Bms

C:\Documents and Settings\Administrator>telnet 172.24.0.11
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[root@serverl
--dport 23 -j
[root@serverl
[root@serverl
[root@serverl
[root@serverl
Chain FORWARD

Block telnet, ping in Forward direction

~]# iptables -t filter -A FORWARD -m tcp -p tcp -s 192.168.0.2 -d 172.24.0.11
DROP

~1#

~]# iptables -t filter -A FORWARD -p icmp -s 192.168.0.2 -d 172.24.0.11 -j DROP
~)#

~]1# iptables -L FORWARD -n

(policy ACCEPT)

target prot opt source destination
DROP tcp -- 192.168.0.2 172.24.9.11 tcp dpt:23
DROP icmp -- 192.168.0.2 172.24.0.11
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Verify ping connectivity to “172.24.0.11” & “172.24.0.31”

:\Documents and Settings\Administrator>ping 172.24.08.11

inging

equest
equest
equest
equest

172.24.8.11 with 32 bhytes of data:

timed out.
timed out.
timed out.
timed out.

ing statistics for 172.24.0.11:
Packets: Sent = 4, Received = B, Lost = 4 (188%x loss>

:\Documents and Settings“\AdministratorXping 172.24.0.31

inging

172.24.0.31 with 32 bytes of data:

eply from 172.24.8.31: bytes=32 time=3ms TTL=63
eply from 172.24.0.31: bytes=32 time=1ms TTL=63
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Verify telnet connectivity to “172.24.0.11”

onnecting To 172.24.8.11...Could not open connection to the host, on port 23:

:NDocuments and Settings“\Administrator>telnet 172.24.0.11
nnect failed
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DNAT \
e | Dest-addr = 10.0.0.4 /

Dest-addr = 12.34.56.78
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Try to telnet to non-existant ip “172.24.0.41”

onnecting To 172.24.8.41...Could not open connection to the host,. on port 23:

:NDocuments and Settings“\Administrator>telnet 172.24.0.41
nnect failed
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Change Destination from “172.24.0.41” to “172.24.0.11”

[root@serverl ~]# iptables -t nat -A PREROUTING -m tcp -p tcp -d 172.24.0.4]1 --dport 23 -j DNAT
--to-dest 172.24.0.11

[root@serverl ~]#

[root@serverl ~]# iptables -L -t nat -n

Chain PREROUTING (policy ACCEPT)

target prot opt source destination
DNAT tcp -- 0.0.0.0/0 172.24.0.41 tcp dpt:23 t0:172.24.0.11
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Try to telnet to non-existant ip “172.24.0.41”

Red Hat Enterprise Linux Server release 5.4 (Tikanga>
Kernel 2.6.18-164.e15 on an 1686

login: amit

Password:

Last login: Tue Nov 19 13:87:35 from serverl.example.com
[amitBclientll 15
[amit@clientll ~1$
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Delete/List nat rules

[ root@serverl ~]# iptables -F -t nat

[ root@serverl ~1#

[ root@serverl ~]# iptables -L -t nat -n

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
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SNAT
Source-addr = 12.34.56.78 - Saurce-addr = 10.0.0 .4

\
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Block telnet access on client11 from “192.168.0.2”

[root@clientl]l ~]# cat /etc/hosts.deny
in.telnetd:192.168.0.2
[root@clientll ~]#
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Change Source from restricted “192.168.0.2” to
unrestricted “192.168.0.12”

[root@serverl ~|# 1ptables -t nat -A POSTROUTING -m tcp -p tep -5 192.168.0.2 --dport 23
] SWAT --to-source 192.168.0.12
[root@server] ~]#
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Verify telnet connectivity

led Hat Enterprise Linux Server release 5.4 (Tikanga>
Kernel 2.6.18-164.e15 on an 1686

login: amit

Password:

Last login: Tue Nov 19 13:41:33 from c480
[anit@clientil ~1%
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THREE-WAY HANDSHAKE (TCP)

| (1) SYN >:
~S’< (2) SYN/ACK | N
(3) ACK s

SYN = SYNCHRONIZATION ACK = ACKNOWLEDGEMENT
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CONNECTION ESTABLISHMENT

b‘--
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Block Everying in INPUT direction
But we are not able to telnet in outbound direction. Why ?

[ root@serverl ~]# 1iptables -t filter -A INPUT -j DROP
‘root@serverl ~1#
‘root@serverl ~]# telnet 172.24.0.11

[root@serverl ~1#
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Modify rule to block only “syn”

[root@serverl ~]# iptables -t filter -D INPUT -j DROP
[root@serverl ~]#

[root@serverl ~]# iptables -t filter -A INPUT -m tcp -p tcp --syn -j DROP
[root@serverl ~]#

[root@serverl ~]# telnet 172.24.0.11

Trying 172.24.0.11...

Connected to 172.24.0.11 (172.24.0.11).

Escape character is '7]°'.

Red Hat Enterprise Linux Server release 5.4 (Tikanga)
Kernel 2.6.18-164.e15 on an 1686

login: amit

Password:
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[rootl@firewall "1# ifconfig

ethd

ethl

Link encap:Ethernet HWaddr 86:8C:29:D3:CE:D5

inetb addr: fe8B::28c:291f fed3:ced5/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1568 Metric:1
RX packets:255 errors:@ dropped:8 overruns:@ frame:
TX packets:8 errors:@ dropped:8 overruns:8 carrier:

collisions:@ txqueuelen:1060
RX bytes:43898 (42.8 KiB) TX bytes:63Z2 (632.8 b)

Link encap:Ethernet HWaddr 80:08C:29:D3:CE:DF

inetb addr: fe8B::28c:291f :fed3:cedf /64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1568 Metric:1
RX packets:255 errors:@ dropped:B overruns:@ frame:
TX packets:8 errors:@ dropped:8 overruns:B carrier:
collisions:@ txqueuelen:1808
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oot irewal] It susten-cont1-netuork
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| Network Configuration

Name

Device

Use DHCP

Static IP

Netmask

Default gateway IP
Primary DNS Server
Secondary DNS Serwver

©Vipin Gupta, U-Net Solutions




{ Network Configuration |

Name

Device

Use DHCP

Static IP

Netmask

Default gateway IP
Primary DNS Serwver
secondary DNS Serwver
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[root@f irewall " 1# cat retcr/sysconfig/network-scriptssifcfg-ethd
DEVICE=eth@

BOOTPROTO=none

HWADDR=BB :8c :29:d3:ce:d5

NM_CONTROLLED=yes

ONBOOT=no

TYPE=Ethernet
UUID="dec58645-ec94-47dB-al13b-eddec3e9f7b3"
IPADDR=172 .24 .8.1

NETHMASK=255.255.8 .8

IPUGINIT=no

USERCTL=no

[root@firewall " 1# cat retcr/sysconfig/network-scriptssifcfg-ethil
DEVICE=ethl

BOOTPROTO=none

HWADDR=BB:Bc :29:d3:ce:df

NM_CONTROLLED=yes

ONBOOT=no

TYPE=Ethernet
UUID="cbB6blba-c?32-481d-8beb-eee8?9b5c254"
IPADDR=192.168.68.1

NETHMASK=255.255.255.8

IPUGINIT=no

USERCTL=no

[root@firewall ~1#
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[rootlfirewall “1# cat setcssysconfig/network-scripts/ifcfy-ethd
DEVICE=ethe

BOOTPROTO=none

HWADDR=008:8c:23:d3 ce:d5

NM_CONTROLLED=yes

ONBOOT=yes

TYPE=Ethernet
UUID="dec50645-ec94-47d6-a13b-eddec3e9f 7b9"
[PADDR=172.24.8.1

NETMASK=255.255.8.0

[PUBINIT=yes

USERCTL=no

[PUGADDR="2001:0:08:18::1/64"

[root@f irewall “I#
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[rootlfirewall "I# cat setc/sysconfig/network-scripts/ifcfg-ethl
DEVICE=ethl

BOOTPROTO=none

HWADDR=8@:8c:29:d3 ce df

NM_CONTROLLED=yes

ONBOOT=yes

TYPE=Ethernet
UUID="cbB6b1ba-c?32-481d-Bbeb-eeeB?9b5c25d"
[PADDR=192.166.6.1

NETMASK=255.2455.255.6

PUBINIT=yes

JSERCTL=no

PUGADDR="2001:0:0:20::1/64"

rootlfirewall ™1
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[rootlfirewall "1# service NetworkManager stop
Stopping NetworkManager daemon:

[rootlf irewall = I#

[rootlfirewall " 1# chkconfig NetworkManager off
[rootlf irewall ~I#

[rootlfirewall “I# service network restart
shutting down interface ethd:

dhutting down interface ethl:

shutting down loopback interface:

Bringing up loopback interface:

Bringing up interface ethd:

Bringing up interface ethl:

[rootlfirewall "l

[rootlfirewall "8 _
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[rootlfirewall 1% ifconfig

ethd

ethl

Link encap:Ethernet HWaddr 06:6C:29:D3:CE:DS

inet addr:172.24.8.1 Bcast:172.24.255.255 Mask:255.255.0.6
inetb addr: fe8@::20c:29ff :fed3:ced5/64 Scope:Link

inetb addr: 2661:0:8:18::1/64 Scope:Global

UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

RX packets:9668 errors:®@ dropped:@ overruns:@ frame:@

TX packets:1Z8 errors:® dropped:@ overruns:@ carrier:6
collisions:8 txqueuelen:1000

RX bytes:1621683 (1.5 MiB) TX bytes:17782 (17.2 KiB)

Link encap:Ethernet HWaddr 8@:8C:29:D3:CE:DF

inet addr:192.168.8.1 Bcast:192.168.0.255 Mask:255.255.255.8
inetb addr: 2001:0:0:208::1,64 Scope:Global

ineth addr: feB@::208c:29ff :fed3:cedf /64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1568 Metric:1
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[root@firewall " 1# cat setcs/sysctl.conf ihead -18

# Kernel sysctl configuration file for Red Hat Lin
i

# For binary values, B is disabled, 1 is enabled.
# sysctl.conf (5) for more detalls.

# Controls IP packet forwarding
inet.ipvd.ip_forward = H
net.ipvd.ip_forward = 1
net.ipvb.conf .all.forwarding = 1

[root@firewall “1#

[root@firewall " I# sysctl -p igrep forward
net.ipv4.ip_forward = 1
net.ipvb.conf .all.forwarding = 1
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[rootlf irewall ~1# hostname

firewall.example.com
[root@firewall " 1# dnsdomainname
example.com

[rootlfirewall " I#

[rootBfirewall “1# cat setc/hosts

127.8.8.1 localhost localhost.localdomain localhost4 localhost4.localdomaind
4 | localhost localhost.localdomain localhost6 localhostb.localdomainb
172.24.8.1 firewall.example.com firewall

192.168.8.1 firewall.example.com firewall

[rootBfirewall ~1#
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[root@firewall “1# mount sdev/dvd /medias

mount: block device /devs/srB is write-protected, mounting read-only
[rootlfirewall “1# cp -a /medias. svar/fip/pubs

[rootBfirewall ™1#

[rootBfirewall “1# cd svar/ftp/pub/

[root@firewall publi

[root@firewall publ# cd Packages/

[root@firewall Packagesl#

[root@firewall Packagesl# rpm -ivh deltarpm-3.5-8.5.20098913¢git.el6.x86_64.rpm p
ython-deltarpm-3.5-8.5.28898913git.elb.x86_64.rpm createrepo-8.9.8-5.elb.noarch.
rpm

warning: deltarpm-3.5-8.5.200898913git.el6.x86_64.rpm: Header U3 RSA/SHAZ56 Signa
ture, key ID fd431451: NOKEY

Preparing. .. RufnnnnnannEEat AR EERRRRRRAARBRBARRRBRERE [(1606:2]
1:deltarpm pupnngppnnnnEERtRnREEERRRRERAARBREABRRBREUY [ 332]
Z:python-deltarpm gunnunnngunRERRRERRERRRERRRER BB RRARRRBYY [ 674])
3:createrepo punpunnnpEnRERREHREEARBERRRERBRERRRRRRRBUE [16004]

[root@firewall Packagesl#

[root@f irewall Packagesl#t cd ..

[rootlfirewall publ#

[rootlfirewall publ#t cp Server/repodatasc2?858b743Bafeb3?72d8dd58d8a56fd46b47bc81
bb9588c2bb91abb697e48592e-comps-rhelb6-Server.xml s.xml

[rootBfirewall publ#

[root@firewall publ# createrepo -g s.xml .
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[rootlfirewall bub]n createrepo -g s.xml .
3299,3653 - Packages/cyrus-imapd-2.3.16-6.el6_2.5.x86_64.rpm
iso-8859-1 encoding on Ville Skyttm <ville.skyttaliki.fi> - 2.8.2-2

365373653 - Packagess/dovecot-pgsql-2.8.9-2.el6_1.1.x86_64.rpm
Saving Primary metadata

Saving file lists metadata

Saving other metadata

[root@firewall publ#

[rootlBfirewall publ# service vsftpd start

Starting vsftpd for vsftpd: [ 0K 1
[rootlBfirewall publ# chkconfig vsftpd on

[root@firewall publ#

[rootlfirewall publ# tail -6 setc/yum.conf

[yummy ]

name=yum server

baseurl=ftp:/,172.24.8.1/pub

enabled=1

gpgcheck=08
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telnet-server x86_64 1:8.17-47.el6 yummy 37 k

Transaction Summary

Install 1 Package(s)

Total download size: 37 k

Installed size: 53 k

Downloading Packages:

telnet-server-08.17-47.el16.x86_64.rpm i 37 kB e :80
Running rpm_check_debug

Runmming Transaction Test

Transaction Test Succeeded

Rumming Transaction

Warning: RPMDB altered outside of yum.

Installing : 1:telnet-server-8.17-47.el6.x86_64 1i/1
Installed products updated.

Uerifying : 1l:telnet-server-8.17-47.el6.x86_64 1/1
Installed:

telnet-server.x86_64 1:8.17-47.el6

Complete!
[root@firewall publ# yum -y install telnet-server
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[root@firewall publ# chkconfig telnet on
[root@firewall publ#

[root@firewall publ# useradd vipin
[rootBfirewall publ# useradd anantika
[root@firewall publ# useradd nanu
[rootBfirewall publ# passwd vipin
Changing password for user vipin.

New password:

BAD PASSWORD: it is WAY too short

BAD PASSWORD: is a palindrome

Retype new password:

passwd: all authentication tokens updated successfully
[root@firewall publ#t _

©Vipin Gupta, U-Net Solutions



[root@serverZ “1# cat setcs/sysconfigs/network-scripts/ifcfg-eth8
DEVICE=eth@
BOOTPROTO=none
HWADDR=BB:8¢c:29:3d :e2: b7
NM_CONTROLLED=yes
ONBOOT=yes
TYPE=Ethernet
UUID="ela4bc53-7??da-4329-b714-8b9d289c975c"
IPADDR=172.24.8.2
NETMASK=255.255.08.8
GATEWAY=172.24.08.1
IPUBINIT=yes
IPUGADDR="28081:8:8:18::2,/64"
USERCTL=no
[root@servers ~1#
[rootPserverZ " 1# ifconfig ethB ihead -6
ethd Link encap:Ethernet HWaddr 88:8C:29:3D:EZ:B7
inet addr:172.24.8.2 Bcast:172.24.255.255 Mask:255.4255.8.8
inetb addr: 2881:8:8:18::2/64 Scope:Global
inetb addr: fed8B::28c:29ff :fe3d:e2b?,/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 HMetric:1
RX packets:1229 errors:@ dropped:B8 overruns:B frame:9
[root@serverZ " 1#
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[root@clientZ “1# cat setcs/sysconfig/network-scripts/ifcfg-eth@
DEVICE=eth@
BOOTPROTO=none
HWADDR=B8B:8c:29:d2:5e:34
NM_CONTROLLED=yes
ONBOOT=yes
TYPE=Ethernet
UUID="bfd1226f-5785-4c2f -933a-488e4d644b82"
IPADDR=192.168.08.2
NETMASK=255.255.255.8
GATEWAY=192.168.8.1
[PU6INIT=yes
IPUGADDR="2001:8:8:208::2/64"
USERCTL=no
[rootBclientZ ~1#
[rootlclientZ2 “1# ifconfig ethB ihead -6
ethd Link encap:Ethernet HWaddr BB:8C:29:D2:5E:34
inet addr:192.168.8.2 Bcast:192.168.8.255 Mask:255.255.255.6
inetb addr: 20601:8:8:28::2/64 Scope:Global
inetb addr: feB8::208c:29ff :fedZ2:5e34/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:2768 errors:8 dropped:8 overruns:B frame:@
[rootBclient2 " 1#

©Vipin Gupta, U-Net Solutions



[root@serversZ " 1# ip -6 route add 2B8681:8:8:28::,64 via 2881:8:8:18::1
[root@serverZ ™ 1#
[root@serverZ “1# route -n -A inetb
Kernel IPvb routing table
Destination Next Hop
Flags Metric Ref Use Iface
2081:0:8:18:: /64

U 256 1 B ethd
2881:0:0:28: : /64 201:8:8:18::1

UG 1824 A A eth@
feBB: : /64

U 256 B A ethd
111,128

U 2] 3 1 lo
2An1:8:8:18::2,128

U 2] 7 1 lo
feBB: :28c:29ff :fe3d:e2b?,128

U 2] A 1 lo
ffee: :/8

U 256 7 A ethd

[root@serversd ~1# _
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[root@clientZ "1# ip -6 route add Z26881:8:8:18::,/64 via 268681:8:8:28::1
[rootBclientZ “1#

[root@clientZ2 "1# route -n -A inetb

Kernel IPub routing table

Destination Next Hop
Flags Metric Ref Use Iface
2001:0:8:108::/64 2081:0:08:20::1
UG 1824 @ B ethd
2881:8:8:28::/64
U 256 1 B ethd
fecB::/b4
u 256 @ B ethd
111,128
U @ @ 1 lo
2881:8:8:28::2,128
u @ @ 1 lo
feBB::208c:29ff :fed2:5e34,128
U @ @ 1 lo
ffea::/8
u 256 @ B ethd

[rootBclientZ " 1# _
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[root@serverZ “1# pingb 2001:0:8:28::2

PING 26681:8:8:28
From 2BB1:8:8:18
ted
From 2661:8:8:18
ted
From Z2001:0:8:18

ted
From 2BB1:8:8:18
ted
“C
--- Z2801:8:8:28:

::2(2001:0:0:208::2) 56 data bytes

i1 icmp_seq=1 Destination unreachable:
i1 icmp_seq=2 Destination unreachable:
::1 icmp_seq=3 Destination unreachable:

::1 icmp_seq=4 Destination unreachable:

2 ping statistics ---

Administratively prohibi
Administratively prohibi
Administratively prohibi

Administratively prohibi

4 packets transmitted, @ received, +4 errors, 1887 packet loss, time 3758ms

[root@serverZ “1# _
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[rootBfirewall "1# ipbtables -L
Chain INPUT (policy ACCEPT)

target prot opt source
ACCEPT all anywhere
LISHED

ACCEPT ipvb-icmp anywhere
ACCEPT all anywhere
ACCEPT tcp anywhere

sh

REJECT all anywhere

dm-prohibited

Chain FORWARD (policy ACCEPT)
target prot opt source
REJECT all anywhere
dm-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source
[root@firewall ™ 1#
[rootBfirewall "1# ipbtables -F

[rootBfirewall "1# service ipbtables save

destination
anywhere

anywhere
anywhere

anywhere

anywhere

destination
anywhere

destination
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state RELATED,ESTAB

state NEW tcp dpt:s

re ject-with icmpb-a

re ject-with icmpb-a



[rootPservers “I# pingb 2ZBH1:B:8:28::2

PING 2001:0:0:28::2(2001:8:8:28::2) 56 data bytes

64 bytes from 20081:0:0:28::2: icmp_seq=1 tt1=63 time=6.19 ms
b4 bytes from 2B81:8:8:28::2: icmp_seq=Z4 tt1=63 time=1.88 ms
64 bytes from 2001:0:0:208::2: icmp_seq=3 tt1=63 time=1.88 ms
64 bytes from 20081:0:0:28::2: icmp_seq=4 tt1=63 time=1.82 ms
“C

--- 20081:0:8:208::2 ping statistics ---

4 packets transmitted, 4 received, 8% packet loss, time 3486ms
rtt minzavg/max/mdev = 1.828/2.347/6.191/2.219 ms
[root@serverZ ~1#
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[root@serverZ " 1# ipbtables -L
Chain INPUT (policy ACCEPT)

target prot opt source
ACCEPT all anywhere
LISHED

ACCEPT ipvb-icmp anywhere
ACCEPT all anywhere
ACCEPT tcp anywhere

sh

REJECT all anywhere

dm-prohibited

Chain FORWARD (policy ACCEPT)
target prot opt source
REJECT all anywhere
dm-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source
[root@serverd " 1#
[root@serverZ “1# ipbtables -F

destination
anywhere

anywhere
anywhere

anywhere

anywhere

destination
anywhere

destination
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state RELATED,ESTAB

state NEW tcp dpt:s

re ject-with icmpb6-a

re ject-with icmpb-a



[root@client2 " 1# ipbtables -L
Chain INPUT (policy ACCEPT)

target prot opt source
ACCEPT all /8
LISHED

ACCEPT icmpuvb 1 /8
ACCEPT all 1:/0
ACCEPT tcp 1 /08

2

REJECT all /08

dm-prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source
REJECT all ::/8

dm-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source
[rootBclientZ2 " 1# ipbtables -F

[rootBclientZ " 1# service ipbtables save
ipbtables: Saving firewall rules to setcs/sysconfigsipbtablel

destination
/8
::/8
1:/8
/8

/8

destination
/8

destination
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state RELATED,ESTAB

state NEW tcp dpt:2

re ject-with icmpb-a

re ject-with icmpb-a

Ok 1



[root@clientZ " 1# ipbtables -L -n
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[root@clientsd " 1#
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[rootlfirewall 14 ipbtables -t filter -A INPUT -p icmpvb -s 20081:6:6:18::2 -j D
ROP

[rootlfirewall "1

[rootlfirewall 14 ipbtables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination

DROP ipvb-icmp  2001:6:0:10::2/128  anywhere

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[rootlfirewall "1
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[root@serverd " I#t

[rootPserverZ “1# pingb 2001:6:6:106::1

PING 2001:0:8:18::1(2081:0:8:18::1) 56 data bytes

*C

--- 2081:8:08:18::1 ping statistics ---

J packets transmitted, @ received, 1887 packet loss, time 2875ms

[rootOservers “I# _
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[rootlclientZ “1# pingb 2001:8:6:208::1

PING 2001:0:0:20::1(2001:6:0:28::1) 56 data bytes

64 bytes from 2BB1:8:8:28::1: 1cmp_seq=1 tt1=64 time=1.57 ms
64 bytes from 2001:0:0:28::1: icmp_seq=2 tt1=64 time=0.562 ms
C

--- 20081:8:8:28::1 ping statistics ---

2 packets transmitted, 2 received, @7 packet loss, time 1773ms
rtt minzavg/max/mdev = 8.562/1.866,1.571/8.585 ms
[rootlclientsZ "1 _
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[rootlfirewall “1# pingb 2001:8:8:18::2

PING 2001:0:0:108::2(2081:08:8:18::2) 56 data bytes

From 2001:0:0:18::1 icmp_seq=Z Destination unreachable: Address unreachable
From 2001:0:0:18::1 icmp_seq=3 Destination unreachable: Address unreachable
From 2001:0:0:18::1 icmp_seq=4 Destination unreachable: Address unreachable
*C

--- 20081:0:8:18::2 ping statistics ---

4 packets transmitted, B received, +3 errors, 1887 packet loss, time 3353ms

[rootlfirewall “1# pingb 2001:8:0:28::2

PING 2001:0:0:28::2(2601:8:8:208::2) 56 data bytes

b4 bytes from 2001:0:08:28::2: icmp_seq=1 tt1=64 time=2.61 ms
b4 bytes from 26081:0:0:20::2: icmp_seq=Z tt1=64 time=0.595 ms
C
--- 2001:0:0:28::2 ping statistics ---

. packets transmitted, Z received, 8% packet loss, time 167Hms
rtt minzavg/max/mdev = 8.595/1.685/2.616/1.811 ms
[rootlfirewall “1#
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[root@firewall “1# pingb 2001:0:0:18::2

PING Z6A1:0:0:10::2(2061:0:0:18::2) 96 data bytes

From 2001:0:8:18::1 icmp_seq=Z Destination unreachable: Address unreachable
From 2001:0:0:16::1 icmp_seq=3 Destination unreachable: Address unreachable
from 2001:6:0:16::1 1cmp_seq=4 Destination unreachable: Address unreachable
"(

--- 2001:0:0:10::2 ping statistics ---

1 packets transmitted, 8 received, +3 errors, 1087 packet loss, time 33o3ms

[rootBfirewall "% pingb 2601:6:0:20::2

PING 2001:0:0:20::2(2001:6:8:28::2) 56 data bytes

64 butes from 2601:8:0:20::2: icmp_seq=1 tt1=64 time=Z.61 ms
64 bytes from 2601:0:0:20::2: icmp_seq=2 tt1-64 time=B.535 ms
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[rootBfireval] “ 1 ipbtables -L
Chain INPUT (policy ACCEPT)
target  prot opt source

DROP ipvb-icmp  anyuhere
request

Chain FORWARD (policy ACCEET)
target  prot opt source

Chain OUTPUT (policy ACCERT)
target  prot opt source
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destination
anywhere

destination

destination

ipvb-icmp echo-



[rootBserverZ “1% pingb 2001:0:0:18::1

PING 2001:0:0:10::1(20081:0:0:108::1) 56 data bytes

"

--- Z081:8:8:18::1 ping statistics ---

4 packets transmitted, 8 received, 1867 packet loss, time 3185ms
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[rootlclients " I# pingb £601:0:6:26::1

PING 2601:0:0:20::1(2601:0:8:28::1) 56 data bytes

"C

--- £081:8:8:28::1 ping statistics ---

4 packets transmitted, 8 received, 1067 packet loss, time J165ms
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[root@firewall " 1# ipbtables -t filter -D INPUT -p icmpvb --icmpvb-type echo-req
uest -j DROP
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[rootB@serverZd " 1#f telnet 2881:68:8:18::1

Trying 2681:8:6:18::1.

Connected to 2881:8:8: 19 1.

Escape character is 71’

Red Hat Enterprise Linux Server release 6.3 (Santiago)
Kernel 2.6.32-279.el6.x86_64 on an x86_64

login: vipin

Password:

Last login: Fri Nov 4 15:19:13 from firewall
[vipinBfirewall 71§
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[rootPserverd " 1# ssh vipinfZbB1:8:8:18::1
vipin@2001:0:0:18::1’s password:

Last login: Sat Nov 5 60:11:35 2816 from 20681:0:6:18::2
[vipin@firewall 1§
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[root@serverd " 1# elinks --dump http:-/-/0[20881:8:8:18::11]
wel to ipub
[rootl@serverd ~ I#
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[root@f irewall “1# ipb6btables
22 -j DROP

[root@firewall " 1# ipbtables
18::2 --dports 23,88 -j DROP
[root@firewall ™ 1#
[root@firewall " 1# ipbtables
Chain INPUT (policy ACCEPT)

target prot opt source
DROP tcp 2801:8:0:
DROP tcp Z2801:8:8
,808

Chain FORWARD (policy ACCEPT)

target prot opt source

Chain OUTPUT (policy ACCEPT)
target prot opt source
[root@firewall “1# _

-t filter -A INPUT -p tcp -s 266B1:8:8:18::2 --dport

-t filter -A INPUT -m multiport -p tcp -s 20881:8:8:

-L -n

destination
18::2/128 /8
18::2,128 /8

destination

destination
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tcp dpt:22
multiport dports 23



[root@serverZ " 14 telnet 20681:6:0:168::1

Trying 2001:0:08:18::1. ..

“C

[root@serverZ “1# ssh vipinGZ0681:8:0:10::1

ssh: connect to host 2001:8:08:18::1 port 22: Connection timed out
[root@servers ~I#

[root@serverZ “I# elinks --dump http:,//[20081:60:6:10::1]
ELinks: Connection timed out

[root@serverZ "It

[root@serverZ "I# pingb -cZ2 206081:0:0:18::1

PING 2001:0:0:18::1(2601:8:8:18::1) 56 data bytes

64 bytes from 26801:8:8:18::1: icmp_seq=1 tt1=64 time=13.8 ms
64 bytes from 2801:8:8:18::1: icmp_seq=2 tt1-64 time=0.474 ms
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[root@f irewall "1# ipbtables -t filter
ingb denied”

[root@f irewall " 1#

[root@Pfirewall “1# ipbtables -t filter
h icmpb-adm-prohibited

[root@firewall ™ 1#

[root@f irewall "1# ipbtables -L

Chain INPUT (policy ACCEPT)

target prot opt source

DROP tcp 28A1:8:8:18::2,128
DROP tcp Z801:8:8:18::2-128
Inet,http

LOG ipvb-icmp anywhere

ng prefix “pingb denied’

REJECT ipvb-icmp anywhere

pb-adm-prohibited

Chain FORWARD (policy ACCEPT)
target prot opt source

Chain OUTPUT (policy ACCEPT)
target prot opt source
[root@firewall ™ 1# _

-A INPUT -p icmpvb -j LOG --log-prefix “p

-A INPUT -p icmpv6 -j REJECT --re ject-wit

destination

anywhere

anywhere
anywhere

anywhere

destination

destination
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tcp dpt:ssh
multiport dports te

LOG level warni

re ject-with icm



[root@server
2nn1:
2801:
2A01:
Z2an1:
Z28n1:
28n1:
2801:

PING
From
From
From
From
From
From

“C

oo e®
OO ®

“1# pingb 2861:8:8:18::1
1(Z2881:8:8:18::1) 56 data bytes

:18::
:18::
:18::
:18::
:18::
:18::
18 ::

MNNNMNNN

icmp_seq=1
icmp_seq=2
icmp_seq=3
icmp_seq-=4
icmp_seq=5
icmp_seq=6

Destination
Destination
Destination
Destination
Destination
Destination

---2881:8:8:18::1 ping statistics ---

7 packets transmitted, 8 received,

+6 errors,

unreachable:
unreachable:
unreachable:
unreachable:
unreachable:
unreachable:
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Address
Address
Address
Address
Address
Address

188~ packet loss,

unreachable
unreachable
unreachable
unreachable
unreachable
unreachable

time 6384ms



[rootBfirewall “I# tail -2 svar/log/messages

Nov 5 13:86:46 firewall kernel: pingb deniedIN=ethB 0OUT= MAC=33:33:ff:088:808:81:
B0:8c:29:3d:e2:b7:86:dd SRC=2001:0000:9000:0010:0000 :0000:0000:800Z2 DST-ff0Z:.000
B:0000:0000 :0000:60681:ff00:00801 LEN=7Z2 TC=8 HOPLIMIT=255 FLOWLBL=8 PROTO=ICMPv6

TYPE=135 CODE-=8

Nov 5 13:86:46 firewall kernel: pingb deniedIN=ethl OUT= MAC=33:33:ff:00:688:081:
B0:8c:29:3d:e2:b7:86:dd SRC=2001:0000:8000:00610:0000 :0000:0000:8082 DST=ff0Z:0800
B:0000:0000:0000:0601:ff0AB:8081 LEN=7Z2 TC=8 HOPLIMIT=255 FLOWLBL=8 PROTO=ICMPv6

TYPE=135 CODE=8

[root@firewall “1#
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[root@serverZ “1# pingt -cl Z2881:8:8:28::2 i1head -2
PING 2881:8:8:208::2(2881:8:8:28::2) 56 data bytes

64 bytes from 2881:8:8:28: :2: icmp_seq=1 ttl1=127 time=8.848 ms
[root@servers ~1#

[root@serverd "~ 1# ssh aanyalZBB1:8:8:28: :2
aanyalz28081:8:8:28::2”’ s password:

Last login: Sat Nov 5 13:35:16 2816 from 2881:8:8:18: :2
[aanyalclient2 15 logout

Connection to 2881:8:8:28::2 closed.

[root@serverZ ~ 1#

[root@PserverZ “1# telnet 2Z28081:8:8:28: :2

Trying 26681:8:8:28::2. ..

Conmected to Z2881:8:8:28: : 2.

Escape character is 71’

Red Hat Enterprise Linux Server release 6.3 (Santiago)
Kernel 2.6.32-279.el6.x86_64 on an x86_64

login: aanya

Password:

Last login: Sat Nov 5 13:35:58 from 26681:8:8:18: :2
[aanya@client2 ~15 Connection closed by foreign host.
[root@servers ™ 1#
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[rootlfirewall “1# ipbtables -t filter -A FORWARD -p tcp -s 20861:8:0:18::/64 -d
2081:0:8:28::2 --dport 23 -j DROP

[rootlfirewall "1#

[rootlfirewall “1# ipbtables -t filter -A FORWARD -p tcp -s 268081:8:8:18::/64 -d
2081:0:8:28::2 --dport 22 -j DROP

[rootlfirewall I#

[root@firewall "I# ipbtables -L -n --line-numbers

Chain INPUT (policy ACCEPT)

num target prot opt source destination

Chain FORWARD (policy ACCEPT)

num target prot opt source destination
1 DROP tep 2801:0:0:18::/64 2001:0:8:28::2/128 tcp dpt:23
/4 DROP tcp 2081:08:8:18::/64 2881:08:0:28::2/128 tcp dpt:22

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination
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[root@servers 14

[root@serverZ “1# ssh aanya@ZBB81:8:0:28::2

C

[root@serverZ “1# telnet 2001:0:8:20::2

Trying 2081:8:08:28::2...

°C

[root@serverd " I# pingb -cl 2081:0:0:28::2 ihead -2

PING 20081:0:8:20::2(2001:0:8:28::2) 56 data bytes

64 bytes from 20081:8:8:20::2: 1cmp_seq=1 tt1=127 time=2.55 ms
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[root@firewall " 1# ipbtables -t filter -A FORWARD -p icmpvb -s Z2BB1:8:8:18::/64
-d 2881:8:8:28::2 -j DROP
[root@Pfirewall “1#

[root@firewall “1#f ip6tables -L -n --line-numbers
Chain INPUT (policy ACCEFPT)
num target prot opt source destination

Chain FORWARD (policy ACCEPT)
num target prot opt source destination
1 DROP icmpuvb 2AA1:8:8:18: : /64 20A1:8:8:28: : 2,128

Chain OUTPUT (policy ACCEPT)

num target prot opt source destination
[root@firewall "1# ipbtables -L

Chain INPUT (policy ACCEFPT)

target prot opt source destination

Chain FORWARD (policy ACCEFPT)
target prot opt source destination
DROP ipvb-icmp 2AB1:8:8:10: : /64 2AB1:8:8:208: :2,128

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
[root@Pfirewall " 1# _
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[root@PserverZ “1# pingb 2881:8:8:28::2

PING 2881:8:8:28: :2(2881:8:8:28: :2) 56 data bytes

“C

-—-— 2881:8:8:28: :Z2 ping statistics —---

S5 packets transmitted, 8 received, 188 packet loss, time

[root@PserverZ " 1# telnet 2881:8:8:28: :2

Trying 2881:8:8:28::2. ..

Conmnmected to 2Z2881:8:8:28: 2.

Escape character is "71°.

Red Hat Enterprise Linux Server release 6.3 (Santiago)
Kernel 2.6.32-279.el6.x86 64 on an x86_64

login: aanya

Password:

Last login: Sat Nov 5 13:36:83 from 2881:8:8:18: :2
[aanyalclientZ2 15 ogout

Conmection closed by foreign host.

[root@Pserverd "~ 1# ssh aanyaZBB1:8:8:28: :2
aanyal2u8681:8:8:28::2°s password:

Last login: Sat Nov 5 14:26:45 2816 from 2881:8:8:18: : 2
[aanyaBclientZ 719
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[root@Pfirewall “1# ip6tables -L
Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEFPT)

target prot opt source destination
[root@Pf irewall " 1#

[rootPfirewall " 1# ip6tables -P INPUT DROP
[root@Pfirewall ~1I#f ipbtables -P OUTPUT DROP

[root@f irewall “1## ip6tables -P FORWARD DROP

[root@f irewall ~1#

[rootPfirewall "~ I# ipbtables -L

Chain INPUT (policy DROP)

target prot opt source destination

Chain FORWARD (policy DROP)
target prot opt source destination

Chain OUTPUT (policy DROP)
target prot opt source destination
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[rootB@serverZ “1# telnet 26681:8:8:18::1

Trying 26081:8:8:18::1. ..

“C

[root@serversd "~ 1# ssh vipinlfZBB1:8:8:18::1

ssh: conmect to host Z2881:8:8:18::1 port 22: No route to host
[root@serverZ ~1#t “°C

[root@serverZ " 1# pingb 2Z28B81:68:8:168::1

PING Z881:8:8:18::1(ZBB1:8:8:18::1) 56 data bytes

“C

--- 2801:8:8:18::1 ping statistics ---

Z packets transmitted, B received, 188+ packet loss, time 1479ms

[rootl@serversZ " 1# elinks --dump http:r-[ZBH1:B:B:18::1]
ELinks: No route to host
[rootPservers ~1#
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[rootPfirewall “1# ipbtables
ACCEPT

[rootl@firewall " 1#
[root@firewall "1# ipbtables
ED -j ACCEPT

[rootl@firewall ~1#
[rootPfirewall "1# ipbtables
D -j ACCEPT

[rootBfirewall ™1l
[rootBfirewall “1# ip6tables
Chain INPUT (policy DROP)

target prot opt source
ACCEPT tcp anywhere
elnet

ACCEPT tcp anywhere
LISHED

Chain FORWARD (policy DROP)
target prot opt source

Chain OUTPUT (policy DROP)

target prot opt source
ACCEPT tcp anywhere
LISHED

-A INPUT -p tcp -m state --state NEW --dport 23 -

-A OUTPUT -p tcp -m state --state ESTABLISHED,RELAT

-A INPUT -p tcp -m state --state ESTABLISHED,RELATE

-L
destination
anywhere state NEW tcp dpt:t
anywhere state RELATED,ESTAB

destination

destination
anywhere state RELATED,ESTAB
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[root@serverZ " 1# telnet ZBA1:B8:8:18::1

Trying 26881:8:8:18::1. ..

telnet: connect to address Z2881:8:8:18::1: No route to host
[root@serversd "~ 1I#f _
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[rootOf irewall
[root@firewall
[rootPf irewall
[root@firewall

Chain INPUT (policy DROP)

num target
1 ACCEPT
dpt:23

VA ACCEPT
ESTABLISHED
3 ACCEPT

prot opt source

tcp 1./0
tcp 1i/8
icmpub /8

Chain FORWARD (policy DROP)

num target

prot opt source

Chain OUTPUT (policy DROP)

num target

1 ACCEPT
ESTABLISHED
A ACCEPT

prot opt source
tcp /0

icmpub . :/8

[rootlfirewall " I1# _

“1# ipbtables -A INPUT -p icmpuvb -j ACCEPT
“1# ip6btables -A OUTPUT -p icmpvb -j ACCEPT
it
“1# ip6tables -L -n --line-numbers

destination
/8

/8
1:/8

destination

destination

/8

1:/8
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state NEW tcp

state RELATED,

state RELATED,



[rootl@servers "~ I# telnet ZBH1:8:8:18::1

Trying 2081:8:8:18::1...

Connected to 28B81:8:8:18::1.

Escape character is '"1'.

Red Hat Enterprise Linux Server release 6.3 (Santiago)
Kernel 2.6.32-279.el6.xB6_64 on an x86_64

login: vipin

Password:

Last login: Sat Nov 5 68:11:44 from 2081:08:8:18::2
[vipinBfirewall ~15 logout

Connection closed by foreign host.

[rootB@serverd ~ I#

[root@servers " 1# ssh vipinBZBB1:8:8:18::1

ssh: conmect to host 2081:8:8:18::1 port 22: Connection timed out
[root@serverZ “1# _
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[rootPfirewall T 1# ipbtables -A INPUT -p tcp -m state

ACCEPT
[root@firewall “1# ipb6tables -L
Chain INPUT (policy DROP)

target prot opt source
ACCEPT tcp anywhere
elnet

ACCEPT tcp anywhere
LISHED

ACCEPT ipvb-icmp anywhere
ACCEPT tcp anywhere

sh

Chain FORWARD (policy DROP)
target prot opt source

Chain OUTPUT (policy DROP)

target prot opt source
ACCEPT tcp anywhere
LISHED

ACCEPT ipuvb-icmp anywhere

[root@firewall " 1#

destination
anywhere

anywhere

anywhere
anywhere

destination

destination
anywhere

anywhere
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--state NEW --dport 22 -

state

state

state

state

NEW tcp dpt:t

RELATED, ESTAB

NEW tcp dpt:s

RELATED , ESTAB



[root@serverZ “1# ssh vipinf2081:6:8:16::1
vipin@28081:8:8:18: :1"'s password:

Last login: Sat Nov 5 15:86:28 2816 from 2081:8:8:18: :2
[vipin@firewall ~15 logout

Connection to 28681:8:8:18::1 closed.

[root@serversd " 1# telnet 2681:8:8:168::1

Trying 2681:8:8:18::1.

Connected to 2881:8:8: 19 =

Escape character is 71’

Red Hat Enterprise Linux Server release 6.3 (Santiago)
Kernel 2.6.32-279.el6.x86_64 on an x86_64

login: vipin

Password:

Last login: Sat Nov 5 15:15:58 from 26861:6:8:18::2
[vipin@firewall 1§ Connection closed by foreign host.
[root@serverZ ~1#
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CLrootPf irewall T I# ip6tables —F

CLrootPf irewall T I# ip6tables —L
Chain INPUT (C(policy DROP)D
target rrot opt source destination

Chain FORWaARD (policy DROP)
target rrot opt source destination

Chain 0OUTPUT (policy DROFP)D

target rrot opt souwurce destination
Croot@f irewall 18

CrootPf irewall T I# ip6tables —F INPUT ACCEPT

CLrootPf irewa ll 7 I# ip6tables —FP 0OUTPUT ACCEPT
CrootPf irewall T I# ip6tables —FP FORWARD ACCEPT
Croot@f irewall 18

CLrootPf irewall T I# ip6tables —L

Chain INPUT (C(policy ACCEPT)

target rrot opt source destination

Chain FORWaARD ((policy ACCEPT)
target rrot opt source destination

Chain 0OUTPUT C(policy ACCEFPT)>

target rrot opt source destination
Croot@f irewall 18
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Reference: “Linux Essentials, Services & Security” by
Vipin Gupta
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https://www.youtube.com/techji

https://www.udemy.com/course/mastering-iptables-firewall



